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• Technical Directorate:  One of nine Technology Directorates comprising the Air Force Research
Laboratory

• Location: Northwest Florida - Eglin Air Force Base

• Mission: Discover, develop, integrate, demonstrate, and transition conventional air- launched
weapons technologies, enabling the Department of the Air Force to dominate across all domains
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Cyber Survivability 
the system’s ability to prevent, mitigate, and recover from cyber events

Prevent: The ability to protect critical mission functions from cyber threats. 

Mitigate: The ability to detect and respond to cyber-attacks, and assess resilience to 
survive attacks and complete critical missions and tasks. 

Recover: The resilience to recover from cyber-attacks and prepare mission systems for 
the next fight.”

Cybersecurity Cyber Resilience 

Cyber Survivability  

Cybersecurity is the practice of protecting 
systems, networks, and programs from cyber 
attacks

Cyber resilience is ability to recover from, in a 
timely manner, conditions, stresses, cyber 
attacks, or compromises to a good known state 

1 Conventional cybersecurity can be identified with the baselines in NIST SP 800-53 [11] or with the Framework Core of the Framework for Improving Critical Infrastructure Security (often referred 
to as the NIST Cybersecurity Framework or NCF [13]). Some of the functionality identified in the exemplar language for the CSAs goes beyond the baselines, e.g., anti-tamper measures identified 
for CSA 01; 2 Appendix C to Enclosure D of the 2015 JCIDS Manual [5] provides a content guide for the System Survivability KPP, which includes discussion of resilience. 
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Secure Collaborative Network and Communications

Zero Trust

Embedded Systems Assurance 

Assured Autonomy 

RW Weapon Cyber Areas of Interest 

Successful execution of missions through trusted and 
untrusted components in a secure SW-HW mission stack 

Achieving secure continual assurance that includes the 
assurance of safety, trust, and functional correctness of the 
autonomous system that learns, recognizes, and evolves while 
its environment changes.

Inherently no internal or external trust for systems  

Electronic information sharing capability in which two or more 
systems can exchange data in a secure environment 

• Cyber Deception 

• Anti-Fragility

• HW/SW Assurance

• Open Source & 
Standard Security  
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Common Proposer Challenges 

• Risks and New Attack Surfaces ​

• Early, Often Test and Evaluation  ​​

• Integrated Offensive and Defensive Cyber Capabilities

•
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Cyber Principles 
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Engagements 
BROAD AGENCY ANNOUNCEMENT (BAA): FA8651-22-S-0001

• Team Collaborators 
• Chief, Lt. Ford Johnathan 
• Ms. Juanita Riley
• Ms. Melody Wilkinson 
• Mr. Sookil Lee



9

QUESTIONS?
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